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UN Sustainability Goals

http://www.undp.org/content/undp/en/home/sustainable-development-goals.html
http://www.un.org/en/sections/issues-depth/big-data-sustainable-development/index.html

The UN Development Group has issued
general guidance on data privacy, data 
protection and data ethics concerning the use of 
big data…

http://www.undp.org/content/undp/en/home/sustainable-development-goals.html
http://www.un.org/en/sections/issues-depth/big-data-sustainable-development/index.html
https://undg.org/wp-content/uploads/2017/11/UNDG_BigData_final_web.pdf
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Common Data Flows: No privacy

Data Producers Data Consumer
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Masking is an elementwise operation:

! "#; % = '# ⟺ F *; % = +

!:masking mechanism
"#: sensor value
%: masking parameters
'#: masked value
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Masking Data: Privacy Setting



! "#; % = "# + (#
Privacy evaluation metrics ()) are calculated based on (#
E.g. Variance of (# values
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Privacy Preserving Masking



Preserved benefit of data consumer operation on masked data:

! " = ! $ + &, & → 0

Utility evaluation metrics (+) calculated based on &.
E.g. accuracy of masked total load in a smart grid
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Utility
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Current Data Flows: Engineering Privacy

Data Producers Data Consumer
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Challenges:
1. Evaluation criteria & comparison
2. Optimization
3. Constraints by user preferences
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Selection of Masking Mechanisms



Solutions
1. Privacy ! and Utility ", usually ! is independent or opposing to 

" (Aggarwal, 2008)
2. Measure and compare trade-off (Aggarwal, 2008) 
3. Optimize trade-off, NP-Hard (Krause, 2008)
4. Self-Determination (Novel)
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Multiple Masking Mechanisms
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Privacy Utility Trade-off Optimization

Mode

Dispersion

Pareto

number of parameters in general and they are of-
ten used in privacy-utility optimization [1, 13, 25].
Each privacy setting is illustrated as an ellipse5 in
Figure 1a. Each point within the ellipse is a possi-
ble privacy-utility pair of values. The ellipse center
is chosen based on the privacy and utility mode of
the setting. The mode is the value with the high-
est density. In symmetric distributions, it can be
measured via the mean. The vertical radius of the
ellipse denotes the dispersion of utility values, while
horizontal radius denotes the dispersion of privacy
values. Additive noise is stochastic, which means
that applying the same privacy setting on the same
dataset yields varying privacy-utility values. The
choice of an optimal privacy-utility pair cannot be
achieved by only evaluating the mode of privacy
and utility for each privacy setting. If the privacy-
utility values of a privacy setting with high utility
mode are varying to a large extend, there is high
probability that unexpected non-optimal values are
observed. To overcome this challenge, the objective
function of the parameter optimization algorithm
selects the parameters that minimize the disper-
sion6 of privacy-utility values while maximizing the
expected utility.

A data producer selects any privacy setting,
among di↵erent ones, that satisfies personal privacy
requirements. The proposed framework divides the
range of privacy values in a number of equally sized
bins, as illustrated in Figure 1b. Within each bin,
a fitness value is calculated for each privacy set-
ting, based on privacy-utility mode and dispersion
Each privacy setting produces privacy values with
low dispersion. This is done by applying a lower
bound constraint on privacy and utility constraint
on the dispersion of privacy values and evaluating
only privacy settings that satisfy this constraint,
as shown in Figure 1c. The optimization frame-
work evaluates several privacy settings, to find the
parameters that achieve maximum privacy-utility
values that vary as little as possible. This is illus-
trated in Figure 1d in which the ellipses with the
highest utility mode and lowest utility dispersion
are filtered for each privacy bin.

5The elliptical shape is chosen for the sake of illustration
and it indicates a symmetrical distribution of privacy-utility
values, generated by a privacy setting, within the ellipse area.

6This refers to the dispersion measures of the privacy and
utility distributions. If the values belong to a gaussian dis-
tribution, then the standard deviation is used to measure the
dispersion. Since this is not always the case, other measures
of scale can be used, such as the Inter-Quantile Range(IQR).

(a) Privacy-utility trajec-
tory

(b) Binning of the privacy
range

(c) Evaluation via objective
function

(d) Bin optimization

Objective Function ValueLow High

(e) Objective function scale

Figure 1: A graphical representation of the algorithm.
Each ellipse denotes the privacy-utility values of a pri-
vacy setting. In Figures 1c and 1d the varying color
denotes the fitness value. A lighter red color denotes
higher fitness.

In a homogeneous data sharing system, a uni-
versal privacy setting is selected by the data pro-
ducers, via, for instance, voting [34]. Alternatively,
in a heterogeneous system, the data producers self-
determine the privacy setting independently. Theo-
rem 1 below proves that aggregation functions can
be accurately approximated (utility can be maxi-
mized) even if di↵erent privacy settings from the
same of di↵erent masking mechanisms are selected.

Theorem 1. Let the transformation of |I| disjoint
subsets of sensor values Si into the respective sub-

sets of masked values Mi using a certain privacy

settings fi for each such transformation. It holds

that the aggregation of the generated multisets of

masked values Mi approximates the aggregation of

the sensor values multiset Si:

6
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Universal Selection: A Selected Mechanism
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Data Flow: Universal Selection
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Self-Determination: Individuals select autonomously
Influence on privacy-utility trade-offs?

13

From Universal to Heterogeneous Selections
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Data Flow: Heterogeneous Selections

Data Producers Data Consumer
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Analytically and experimentally proven:

“The aggregation of masked values using different masking 
mechanisms, approximates the aggregation of all actual values.”

! "
#
$# = ! & + (, ( → 0
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Heterogeneous Selections



§ Real World data: 6,435 users in 536 days
§ 165,559,680 sensor values
§ Over 20,000 privacy settings 
§ Multiple Repetitions per experiment for statistical significance
§ Over 200,000 experiments
§ Over 1 real world month of Euler runtime
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Experimental Settings
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Experimental Evaluation

Masking Mechanism Privacy Utility

A 0.01 0.99

B 0.20 0.98

C 0.40 0.84

D 0.60 0.76

E 0.80 0.68

N (No Masking) 0.00 1.00

Pareto
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Results      



§ Privacy and utility can be optimized and personalized
§ Measurable trade-offs between privacy and utility
§ Analytical, empirical and experimental evidence that 

heterogeneous privacy setting selection is feasible
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Conclusions
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Questions

?



Backup Slides

Just in case
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Privacy-Utility Dispersion



For sum-related aggregations:
noise !" sampled from symmetric distribution around zero,

For example in diffential privacy, the noise is generated via a 
Laplace distribution.

! = $ % , % = {( = 0, *}. 
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How noise is generated
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Privacy Metric
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Local Error
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Global Error
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Utility Metric



References and Sources

28



§ Krause, A. and Horvitz, E. (2008). A utility-theoretic approach to privacy and 
personalization. In Proceedings of the 23rd National Conference on Artificial 
Intelligence - Volume 2, AAAI’08, pages 1181–1188. AAAI Press. 

§ Aggarwal, C. C. and Yu, P. S., editors (2008). Privacy- Preserving Data Mining, volume 
34 of Advances in Database Systems. Springer US, Boston, MA. 

§ Dwork, C. (2006). Differential privacy. Proceedings of the 33rd International 
Colloquium on Automata, Languages and Programming, pages 1–12. 

§ Li, C., Li, D. Y., Miklau, G., and Suciu, D. (2014). A Theory of Pricing Private Data. 
ACM Transactions on Database Systems, 39(4):1–28. 

29

Selected Related Literature


